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Order Data Processing Agreement

Preliminary remarks

This Agreement specifies the obligations of the Client and the Order Processor (the Parties) with regard to
the provisions of the Swiss Data Protection Act (FADP) and the EU General Data Protection Regulation (EU
GDPR). In this regard, it supplements the contractual agreements between HCI Solutions (Order Processor)
and the customer (Client). These may consist of one or more contracts between HCI Solutions and the
customer. Precise details on the “Contracts” can be found in the “Appendix”.

As part of its services, the Client shall provide the Order Processor with personal data for processing on
behalf of the Client, it shall collect personal data on behalf of the Client, or the Order Processor shall have
access to personal data for which the Client is responsible when performing its mandate. In order to ensure
compliance with the requirements of the Swiss Data Protection Act (FADP) as well as the European Data
Protection Regulation (EU-GDPR), the Parties shall conclude this Order Data Processing Agreement (the

Agreement).
1. Subject of the Contract

(a) Subject: In the Agreement, the Parties shall only regulate the order processing relation-
ship under data protection law. They do not intend to expand or restrict the list of ser-
vices agreed in the Service Level Agreement.

(b) Conflict settlement: In the event of contradictions between contractual provisions, the
following order of precedence shall apply: The Appendices to this Agreement shall take
precedence over the Agreement and this Agreement shall take precedence over the
Service Level Agreement as a whole. If the Parties conclude or have concluded another
order processing agreement for a service, the stricter requirements shall apply.

(c) Definitions: Terms in bold shall be used in this Agreement with the meaning assigned

” o«

to them. Legal terms such as “personal data,” “processing,” etc. shall have the meanings
defined in the applicable data protection law.
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2. Subject and duration of order processing

@

(b)

(©

(d)

Order processing: The Order Processor processes personal data including sensitive
personal data on behalf of the Client in connection with the services (combined order
data). The subject matter of order processing, its nature and its purpose are set out in
the Service Level Agreement. The categories of persons affected by the order pro-
cessing and the categories of personal data concerned are described in Appendix 1.

Other services: Insofar as the Order Processor assumes additional services for the Cli-
ent in the course of further collaboration, this Agreement shall also apply to these ser-
vices.

Duration: This Agreement begins when it is signed or, if later, when the Service Level
Agreement enters into force, but no later than when the Order Processor first accesses
the order data. It shall end upon termination of the Service Level Agreement, but at the
earliest with the deletion of all order data processed on behalf of the Client.

Position of the Client: The Client is aware that it is legally responsible for the approval
of the collection and processing of order data and for the fulfilment of the rights of per-
sons affected in connection with the services.

3. Obligations of the Order Processor

@)
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Compliance with instructions:

(i) The Order Processor is obliged to use the order data exclusively for the services
and to follow the Client’s instructions when processing the data. Obligations to the
contrary under applicable law (such as binding orders from responsible authorities)
are reserved.

(ii) The right to issue instructions is limited by the Service Level Agreement and by

this Agreement. Instructions must be issued in text form. The Client is obliged to
document all instructions appropriately.
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Place of data processing. Generally, data processing takes place in Switzerland. Any
disclosure of relevant data by HCI Solutions abroad or to an international organization
is only permitted in compliance with the Data Protection Act and in particular the provi-
sions of Art. 16 et seq. and Chapter V EU GDPR. If, on the other hand, such disclosure
of relevant data is requested by the Client or carried out on its behalf, compliance with
the relevant provisions shall be the sole responsibility of the Client.

Obligation to return and delete: Order data must be surrendered or deleted after the end
of the Contract in accordance with the contractual provisions or the Client’s instructions.
The Order Processor shall use industry standard procedures to delete order data.

4, Support obligations

@

(b)

(©

September 2023_2.0

Data security: The Order Processor shall provide the Client with reasonable support in
complying with its statutory obligations to ensure appropriate data security as well as
reporting data protection breaches and in carrying out data protection impact assess-
ments on a voluntary or mandatory basis. Section 5(b) applies for breaches of data
security.

Rights of persons concerned: If a person concerned contacts the Order Processor in
connection with data protection rights (such as with a request for information or dele-
tion), the Order Processor shall immediately forward the corresponding request to the
Client. It shall provide the Client with appropriate support in processing such requests,

as well as in the case of duties to provide information to the authorities. If necessary,
this includes support in compiling the necessary data and information.

Contact: The following persons should be contacted in the first instance as regards data
protection issues:

(i) Client: The contact person can be found in the Contract between the Client and
HCI Solutions.

(i) Order Processor: HCI Solutions AG, Untermattweg 8, P.O. Box, CH-3000 Bern 1
Email: dataprotection@hcisolutions.ch, Phone: +41 58 851 26 00
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5. Data security

@

(b)

September 2023_2.0

Security measures: The Order Processor shall take appropriate, but in all cases at least
those described in Appendix 2, technical and organisational measures to protect the
order data (security measures). The Order Processor is entitled to adjust the security
measures for the duration of the Agreement, provided that the security level is not re-

duced.

Reporting injuries:

(i) For specifically assumed and ascertained security breaches which — whether con-
trary to law, contract or instructions or unintentional — lead to the destruction, loss,
alteration or disclosure of personal data, the Order Processor shall inform the Cli-
ent as quickly as possible and providing at least the following information (where
this can be transmitted in stages if it is not immediately known):

- a description of the nature of the breach, indicating, where possible, the
categories and approximate number of persons and categories concerned
as well as the approximate number of data records concerned and, if dis-
closed to unauthorised persons, the persons or groups of persons con-
cerned

- name and contact details of another point of contact of the Order Proces-
sor for further information;

- the probable consequences of the breach;

- the actions taken or contemplated to remedy the breach or to remedy or
to mitigate its consequences.

(i)  Upon request, the Order Processor is obliged to provide the Client with further

relevant information about the security breach, insofar as this is possible without
breaching its contractual and statutory confidentiality obligations.
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6. Subcontractors
(a) Admissibility:
(i) For the provision of services, the Order Processor is authorised to provide sub-

(b)
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(ii)

contractors with order data, insofar as the Order Processor complies with the pro-
visions of this Agreement and in particular this section 6 and has reached an
agreement with the Subcontractor which essentially corresponds to the content of
this Agreement.

A subcontractor in this sense is any service provider whose services relate di-
rectly to the processing of order data. Providers of ancillary services such as tele-
communications services, postal/transport services, maintenance services or ser-
vices for the disposal of data storage devices are not subcontractors. However,
even in the case of outsourced ancillary services, the Contractor is obliged to make
appropriate and legally compliant contractual arrangements.

Approval:

(i)

(i)

A list of subcontractors with access to order data existing at the start of the Con-
tract and hereby authorised can be found in Appendix 3. The Order Processor
informs the Client about intended changes to the subcontractor relationship within
one month. After notification by the Order Processor, the Client may raise an ob-
jection if important data protection reasons speak against the involvement of the
Subcontractor concerned. Any objection by the Client must be made in writing and
must state the reasons for the objection.

The Order Processor may only engage a subcontractor to carry out certain pro-
cessing activities if:

- the Order Processor has carried out all appropriate and necessary inspections
and evaluations and has satisfied itself of the reliability and ability of the Sub-

contractor:
0] that the latter guarantees the level of protection for personal
data required by data protection laws and
(i) fulfils the obligations of the Order Processor in accordance

with this Contract;
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- the Order Processor imposes on the Subcontractor by
means of a contract the same obligations as set out in this
contract and, in particular, offers sufficient guarantees that
suitable technical and organisational measures will be taken;

- the Subcontractor shall terminate its order processing activ-
ities as soon as this contract ends.

Documentation: Upon request, the Order Processor shall provide the Client with a copy
of its subcontractor Agreement(s) (including, if applicable, the appropriate guarantees)
so that the Client can verify the Order Processor's compliance with this Agreement.
Non-relevant parts of the agreements may be blackened.

Liability: The Order Processor shall be liable to the Client for compliance with the obli-
gations of the subcontractors.

7. Rights of inspection

(@)

(b)

Right of inspection: The Order Processor is obliged to provide the Client with information
upon request in order to document compliance with the agreed obligations. The Client
shall have the right to check that the Order Processor is complying with the obligations

under this Agreement. The Order Processor is obliged to cooperate appropriately in
each inspection. When planning and carrying out the inspection, the Client shall take
the needs and security requirements of the Order Processor into consideration and shall
respect the Order Processor’s confidentiality obligations. Section 8(b) applies for the
facts identified during the course of the inspection.

External inspection body: The Client has the right to have the inspection in accordance
with section 7 carried out by an external, expert body bound to confidentiality. The costs
incurred by the Client for the inspection shall be borne by the Client itself.

8. Confidentiality

(@)
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Order data: The Order Processor undertakes to treat order data as strictly confidential
and to only make it accessible to persons within its organisation who need access to
the order data in order to meet their obligations. It shall ensure that all persons with
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access to order data are subject to a statutory or contractual obligation of confidentiality
with regard to such data.

(b) Additional information: In addition, both Parties are subject to the statutory obligations
of confidentiality applicable to them and agreed between them in the Service Agreement
with respect to facts learned under this Agreement.

9. Final provisions

(a) Liability: Liability arising from breaches of this Agreement shall be subject to the liability
regulations agreed for the services or applicable by law.

(b) Notices: The notices provided for in this Agreement must be made expressly and in text
form (for example, by email or post), unless otherwise agreed.

(c) Changes and additions: Notwithstanding any written form requirements in the Contract,
this Agreement may also be agreed or amended electronically between the Parties.

(d) Dispute resolution: The applicable law and place of jurisdiction are governed by the
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Service Level Agreement. However, the Client shall remain entitled to demand precau-
tionary measures before any competent court and to assert its claims against the Order
Processor before the court of the principal claim in the event of a claim made by a third

party.
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Appendix 1: Specification of the ODPA

Service

Compendium.ch

Documedis
eMediplan

Documedis
ePrescription

Documedis
CDS.CE

Documedis
PCA.CE

pharmaVISTA

PMC
Polymedications
Check

VAC
Vaccination record-
ing/documentation
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Categories of personal data

Includes: eMediplan, Documedis CDS.CE, Documedis PCA.CE
and Documedis Vac

Mandatory: Surname, first name and date of birth
Optional: Further personal details and health information

Mandatory: Surname, first name, date of birth, address and pa-
tient’s medication
Optional: Other personal details

Mandatory: Patient’s medications

Optional: Further patient data (personal details and health infor-
mation), depending on the check to be carried out.

Data logs: In order to guarantee patient security, anonymised
data is required in accordance with the Medical Devices Ordi-
nance (MedDO).

Mandatory: Surname, first name and date of birth

Optional: Other patient data (personal details, health information
and medication of the patient).

Data logs: In order to guarantee patient security, anonymised
data is required in accordance with the Medical Devices Ordi-
nance (MedDO).

Includes: eMediplan, Documedis CDS.CE, Documedis PCA.CE,
dispensing of Documedis ePrescription and PMC Polymedica-
tions Check

Mandatory: Surname, first name and date of birth
Optional: Patient's medication and other personal details

Mandatory: Surname, first name and date of birth
Optional: Vaccinations of the patient, answers to questions re-
garding the patient’s state of health and other personal details

Persons
concerned

Patients

Patients

Patients

Patients

Patients

Patients

Patients

Patients
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Appendix 2: Security requirements

In this appendix, the technical and organizational measures taken by the processor HCI Solutions Ltd. are
described in order to ensure a level of protection appropriate to the risk. Due to the shared location with
Galenica Ltd., HCI Solutions largely shares security regulations.

(1) Pseudonymisation and encryption of personal data

e Where possible and compatible with the processing purpose, personal data is pseudonymised or
encrypted, with assignment information or the key stored securely.

(2) Ability to ensure the long-term confidentiality, integrity, availability and resilience of systems
and services in connection with processing

Access control — unauthorised persons must be denied access to the facilities in which personal data is
processed — and personal data carrier control — unauthorised persons must be prevented from reading,
copying, changing or removing data carriers:

e Access to the Galenica Ltd. buildings in Bern and Niederbipp is secured by badges. The proce-
dure for issuing badges is described in controlled documents in the Galenica Ltd. management
system.

e Access to the data centres of Galenica Ltd. is only granted for authorised badges and also re-
quires a personal PIN code to be entered. The doors of the data centres are monitored by the
IAS (intrusion alarm system) and an alarm sounds if a door remains open for more than 60 sec-
onds. If the door remains open for a further 30 seconds, an intruder alarm is sent to Operations
Technology.

e Visitors must log in and log out of a visitor book. Visitors to the building will be accompanied by
an employee of Galenica Ltd.

e The data centres are monitored by video. The retention period and access to video data are
defined in the management system of Galenica Ltd. in controlled documents.

Access control — access by authorised persons is to be limited to the personal data they need to perform
their tasks —, user control — the use of automated data processing systems by means of data transmission
equipment by unauthorised persons is to be prevented — and storage control — unauthorised entry into
storage and unauthorised inspection, modification or deletion of stored personal data must be prevented:

e Access to personal data is based on a role-based access authorisation model. Each user receives
an individual user ID.

¢ Rules on password complexity exist, compliance with which is technically enforced.

e The Galenica Group network is protected by a firewall, an intrusion detection system (IDS) as
well as network segmentation.

e Virus scanners are used on all server and client systems operated by Galenica Ltd. and are reg-
ularly updated.

e The server and client systems operated by Galenica Ltd. are regularly patched
e Ifaclientis inactive for more than 8 minutes, a password-protected screen-saver is activated.

e According to an internal guideline, clients are to be blocked by the operating system when they
temporarily leave the workstation.

e The authorisations for basic IT services (Active Directory, VPN, FTP accounts) and for selected
applications are reviewed once a year by the Data Governance Manager; any incorrectly existing
access authorisations are withdrawn.
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Transport control — when disclosing personal data and transporting data carriers, unauthorised reading,
copying, modification or deletion of the data must be prevented — and disclosure control — it must be

possible to identify data recipients to whom personal data is disclosed using data transmission equipment:
e Personal data is adequately protected against unauthorised access and intervention, for example,
by means of transport encryption, signature, protected interface or other means. The identification

of recipients of personal data is ensured as far as possible.

e If HCI is responsible for entering order data, measures are taken to ensure that it is entered
correctly.

(3) Ability to quickly restore the availability of and access to personal data in the event of a phys-
ical or technical incident

e Large parts of the IT infrastructure of Galenica Ltd. are designed as redundant. In particular, the
server systems are mirrored in two geographically separate data centres depending on the de-
fined availability requirements.

e Both data centres of Galenica Ltd. have a double (i.e. redundant) power supply, one of which is
also connected to the UPS and emergency generator.

e Both data centres of Galenica Ltd. also have two separate Internet connections from different
providers.

e Both data centres have redundant air conditioning systems independent of each other. The func-
tionality of the redundancies is checked regularly.

e Both data centres have a three-stage fire extinguishing concept consisting of detection via an
early fire detection system, a fire alarm system and active extinguishing.

e Abackup concept for all server systems is in place and is described in the management system
of Galenica Ltd. in controlled documents. Depending on the system and defined backup group,
backups are carried out periodically at different intervals, ranging from quarter-hourly to once a
day. Depending on the backup group, backups are retained for at least 5 days and, if required for
an application, stored for the long-term. Backups written to tape are periodically outsourced to
another, geographically separate location of the Galenica Group if they are required for an appli-
cation.

¢ An emergency and crisis management system (E&C) is in place and is described in the manage-
ment system of Galenica Ltd. in controlled documents. In particular, an emergency and crisis plan
exists for the scenario. This manages communication and information in the event of a crisis,
defines immediate and other reactive measures depending on various failure scenarios, de-
scribes scenarios of restricted IT operations, defines the priorities for restoring normal operations,
and specifies requirements for testing and training of the procedure in the event of a crisis.
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(4) Procedures for regularly reviewing, assessing and evaluating the effectiveness of technical
and organisational measures to ensure the security of processing

e Allidentified risks are listed in a risk register. This risk register is regularly reviewed, in a process
in which the Head of HCl is involved. The Executive Committee of Galenica Ltd. is also informed
every six months about the most important risks from the IT risk register.

e The emergency and crisis plan is updated once a year.
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Appendix 3: Approved subcontractors

The following persons are deemed to be approved subcontractors in terms of section 6(b) of the Agree-

ment:
Galenica Ltd., Bern Switzerland IT infrastructure and  Sales of the IT infrastructure and host-
Documedis hosting ing of the Documedis eMediplan and
CDS.CE applications
ISS Switzerland MepFlix for VacCheck Sales of the IT infrastructure and host-

ing of the VacCheck application

Disclaimer: This document is a translation from German. In the event of ambiguities or differing interpre-
tations, the wording in the original German version shall take precedence and should be regarded as
authoritative.
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